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Abstract— Over the last 18 months, two human-computer 

interaction (HCI) technologies have rapidly come to mainstream 

markets, funded by massive investments from major corporations. 

The first area of advancement has been virtual and augmented 

worlds, now commonly called “The Metaverse.” The second area 

of advancement has been the foundational AI models that allow 

users to freely interact with computers through natural dialog. 

Commonly referred to as “Conversational AI,” this technology has 

advanced rapidly with the deployment of Large Language Models 

(LLMs). When combined, these two disciplines will enable users 

to hold conversations with realistic virtual agents. While this will 

unleash many positive applications, there is significant danger of 

abuse. Most significant is the potential deployment of real-time 

interactive experiences that are designed to persuade, coerce, or 

manipulate users as a form of AI-powered targeted influence. This 

issue has largely been overlooked by policymakers who have 

focused instead on traditional privacy, bias and surveillance risks. 

It is increasingly important for policymakers to appreciate that 

interactive influence campaigns can be deployed through AI-

powered Virtual Spokespeople (VSPs) that look, speak, and act 

like authentic users but are designed to push the interests of third 

parties. Because this “AI Manipulation Problem” is unique to real-

time interactive environments, it is presented in this paper in the 

context of Control Theory to help policymakers appreciate that 

regulations are likely needed to protect against closed-loop forms 

of influence, especially when Conversational AI is deployed. 

Keywords—Virtual Reality, Augmented Reality, Mixed Reality, 

Conversational AI, Virtual Spokespeople, Epistemic Agency, AI 

Manipulation Problem, Metaverse Regulation, LLMs, Democracy. 

I. INTRODUCTION 

To maintain a well-functioning democracy, it is generally 
believed that the citizenry must possess reasonably accurate 
knowledge on issues of civic importance [1, 2, 3].  In addition, 
the population in a well-functioning democracy must have the 
freedom to reflect upon issues of political relevance and form 
personal beliefs without excessive outside influence [4]. The 
phrase “epistemic agency” refers to an individual’s control over 
his or her own beliefs [5].  When citizens lack epistemic agency, 
the political establishment or other powerful groups can easily 

push widespread misinformation, disinformation, propaganda, 
or outright lies that distort widely-held societal beliefs and 
support authoritarian or totalitarian regimes [4, 5].  

For as long as there have been media technologies there have 
been those who use them to mislead populations in hope of 
maximizing political control.  This goes back as far as the 
printing press but was greatly facilitated by the invention of 
mass media technologies such as radio and television. Over the 
last decade, many democratic nations were taken by surprise by 
the unexpected threat caused by social media platforms. Despite 
the early hopes that social media would have a deeply positive 
impact on society, supporting democracy by facilitating public 
discourse and giving voice to the voiceless, the general 
consensus in recent years is that social media has hurt nations 
around the world by polarizing and radicalizing populations, 
spreading misinformation, deliberately amplifying discontent, 
and reducing trust in longstanding institutions [6, 7].   

It is not just academics who have deemed social media as a 
damaging force in society. A poll by Pew Research in 2020 [8] 
found that two-thirds of Americans believe that social media has 
had “a mostly negative effect on the way things are going in the 
U.S. today.” This is surprising considering that social media was 
hailed as a utopian technology when it first emerged. So why did 
a technology with utopian aspirations end up having dystopian 
impacts? While there are many reasons, from the ad-based 
business models adopted by large platforms, to bad actors using 
bots and other scalable means to distort public discourse, a major 
problem was the early failure of regulators to realize that 
influence campaigns deployed via social media are inherently 
different than those deployed through classical media such as 
print, radio, and television.   

A primary difference is that social media is a bidirectional 
medium with two-way communication channels that enables 
platforms to perform tracking, profiling, and targeting of sub-
populations with increasing precision. This seemingly subtle 
difference has had a significant negative impact, enabling the 
deliberate segmentation of demographic groups which has led to 
the polarization and radicalization of online communities.   



Considering that regulators around the world underestimated 
the unique risks of social media vs traditional media and failed 
to create timely policies to safeguard the public, we must also 
worry that regulators will similarly discount the unique risks of 
the metaverse and other real-time interactive forms of media like 
conversational interfaces. In fact, there are some who view the 
metaverse as little more than a 3D version of today’s social 
media platforms. And while regulators and other policymakers 
generally appreciate that being immersed within realistic virtual 
content can be deeply personal and therefore more impactful on 
users (and more harmful) than today’s social media [9, 10] they 
fail to realize that the metaverse is not merely a 3D version of a 
simple bidirectional medium like social media.  

Instead, the metaverse is a real-time interactive medium that 
can utilize AI technologies to impart closed-loop influence on 
individually targeted users and can do it at scale [11, 12]. With 
recent advances in Conversational AI such as Large Language 
Models (LLMs) like ChatGPT from OpenAI and LaMDA from 
Google, metaverse platforms are increasingly likely to deploy 
targeted influence campaigns through the use of fully interactive 
and deeply realistic Virtual Spokespeople (VSPs) that look, 
speak, and act like authentic representatives but are powered by 
AI-engines that can adapt and optimize their persuasive tactics 
in real-time based on behavioral and emotional monitoring of 
users [12, 13]. This is a profoundly different form of influence 
than anything deployed in the past and requires serious attention.  

This background is provided to highlight the concern that 
regulators and policymakers, who underestimated the possibility 
that influence campaigns on social media would be significantly 
more efficient, powerful and damaging than those deployed 
using traditional print, radio, or television, are now similarly 
underestimating the increased power, efficiency, and danger of 
interactive influence campaigns that could be deployed in the 
near future by metaverse technologies and conversational AI. 
Referred to herein as the “AI Manipulation Problem,” the danger 
is that AI-mediated influence campaigns deployed in realistic 
immersive worlds could unleash extremely dangerous forms of 
abuse [13–15]. To help policymakers appreciate that real-time 
interactive media enables a new and significant threat vector as 
compared to prior media technologies, the following sections 
utilize the basic engineering concept of Control Theory (CT) to 
frame these interactive dangers in a clear and rigorous way.   

II. CONTROL THEORY AND THE RISK OF INTERACTIVE AI-

DRIVEN INFLUENCE CAMPAIGNS 

Over the last 18 months, significant advancements have been 
made towards the deployment of realistic immersive worlds 
populated by AI-driven virtual agents that can engage target 
users in natural conversation. While this will unleash many 
positive applications that benefit society, there is significant 
potential for abuse. Most significant is the potential to persuade, 
coerce, or manipulate target users by imparting real-time 
interactive influence, thereby compromising their epistemic 
agency. To help distinguish this AI Manipulation Problem from 
other forms of influence, it is helpful to frame the issue using 
basic concepts from the discipline of  Control Theory (CT). This 
approach allows us to formally represent how an intelligent 
“controller” can be designed to efficiently drive the real-time 

behaviors of any interactive system towards a desired and tightly 
specified goal.   

A classic example of a Control System (CS) is the common 
thermostat that regulates the ambient temperature in any home.  
In general, a homeowner sets a target temperature and if the 
house falls below that temperature, a heater turns on. When the 
heater is on, if the house rises above the target temperature, the 
heater turns off. When the system is operating as expected, the 
thermostat keeps the house within a narrow temperature range 
around the specific goal defined by the homeowner. This is the 
basic concept of feedback control and is represented graphically 
as the classic Control System Diagram in Figure 1 below.  

 

Fig 1. Classic Control System Diagram 

Now let’s consider Figure 1 in the context of the thermostat 
example above. In this case, the box labeled “System” would 
represent the house whose temperature we aim to control. The 
box labeled “Sensor” would be the thermometer that detects the 
current ambient temperature of the house. The box labeled 
“Controller” would be the thermostat that turns on and off the 
heating unit to impart influence on the system.  An input signal 
labeled Reference is the temperature the homeowner sets as the 
goal. This goal is continually compared to the actual temperature 
in the house (i.e., Measured Behavior of the System). The 
difference between the goal and the measured temperature is 
referred to as the “Error” in the diagram above and is fed into 
the thermostat which then determines what the heater should do 
at each moment in time – turn on or off. The objective of the 
controller is to minimize the error over time.  

This creates a feedback loop that continually detects 
behaviors (e.g., house temperature) and imparts influence (e.g., 
adjusts the heat), to efficiently guide the system towards the 
desired goal – a target temperature. This basic background is 
provided to help non-technical policymakers appreciate how a 
control system with real-time sensing and influence, can 
efficiently guide a target towards specific behavioral objectives. 
And while this is a simple example, the same methods are used 
in far more complex applications. For example, self-driving 
vehicles use sophisticated sensors and actuators and employ AI-
based controllers that are significantly more complex than the 
thermostat example above. Still, the concept is the same and it 
enables  self-driving vehicles to be given a behavioral goal and 
then safely navigate traffic to achieve that goal.    

When considering the danger of “influence campaigns” in 
immersive worlds and other interactive environments [17, 18, 
19], the System being controlled is the individual user – the 
human in the loop. After all, when a user puts on a mixed reality 
(MR) headset and sinks into the metaverse, they are immersing 
themselves in an artificial environment that has the potential to 
monitor them and act on them in deeply personal ways. After 
all, the influence that metaverse platforms can impart on users 
are the immersive sights, sounds, and touch sensations fed into 



their eyes, ears, hands, and body via headsets and other interface 
devices. This can be a powerful form of influence that can have 
lasting behavioral, emotional, and intellectual impacts [9, 12].  

Referring again to Figure 1, there is an arrow labeled System 
Behavior. In the thermostat example, it’s the gradually changing 
temperature of the home.  In the metaverse example, it’s the real-
time actions, reactions, and interactions of the user. Ultimately, 
these are the behaviors the control system aims to influence.  But 
to do that, the controller needs to be able to accurately monitor 
the user in real-time. This brings us to the Sensor box in the 
diagram above. In the metaverse, an extensive array of sensors 
will monitor each individual user in real-time. Using today’s 
consumer-grade technology, this monitoring includes real-time 
tracking of the user’s hand, head, and body motions, including 
the direction they’re looking, the dilation of their pupils, the 
changes in their posture and gait, and their real-time facial 
expressions and eye motions. Some devices even track biometric 
parameters (i.e., vital signs) such as heartrate, blood pressure, 
respiration rate, and galvanic skin response. 

In addition to the extensive tracking of raw behavioral data, 
AI processing is used to infer personal data that is not directly 
detected by sensors. For example, recent research from Meta 
Labs shows that “sparse data” tracking just the user’s head and 
hands can be processed by AI algorithms in real-time to 
precisely predict the motion, position, and posture of the user’s 
full body [21].  Similarly, researchers have shown that camera 
data can be used to detect “micro-expressions,” in user’s facial 
musculature that are imperceptible to humans but can be used to 
infer emotions the user was unaware of revealing [20].  
Researchers have also shown that gait tracking and other basic 
forms of body monitoring can be processed by AI algorithms to 
infer a diverse range of serious medical conditions from 
dementia and depression to Alzheimer’s [22, 23].  

In addition to monitoring physical actions, AI technologies 
can accurately infer a user’s real-time emotional reactions from 
their posture, vocal inflections, facial expressions and gestures.  
Other AI technologies already exist to detect emotions from 
subtle changes in a user’s complexion as revealed by real-time 
blood-flow patterns on their face [24].  Taken as a whole, these 
tracking, monitoring, and inference techniques suggest that 
when users are immersed in a virtual or augmented metaverse 
environment, the platforms will be able to exhaustively track 
their real-time behaviors while simultaneously assessing what 
they emotionally feel during each action and reaction.  

Based on the paragraphs above, we can generate an updated 
Figure 2 below in which we replace the System with the human 
user and replace the Sensor with the wide range of behavioral 
and emotional tracking methods that metaverse platforms 
currently employ to monitor users in real-time.  

 

Fig 2. Control System Diagram for Immersive Environments 

In addition to tracking real-time behavioral and emotional 
data from users, it is very likely that platforms will store much 
of this data over time.  Unless limited by regulators, data 
collected in this way could be used to profile the behavioral 
actions and emotional reactions of users over periods of weeks, 
months or years. Even worse, AI could be used to process this 
extensive data and create behavioral and emotional models for 
individual users that predict how they will respond to a wide 
range of circumstances and situations. These models would also 
enable interactive platforms to predict how a user is most likely 
to react when presented with AI-generated stimuli from a 
feedback control system such as the one shown in Figure 2. 

When assessing the impact of tracking and profiling by 
immersive platforms, it’s important to note that these methods 
will be deployed within both virtual and augmented worlds. And 
because augmented reality (AR) is designed to embellish real 
world interactions with virtual content, AR platforms are likely 
to be used by consumers across a wide range of venues, from 
use in homes and workplaces, to shopping in stores or walking 
down the street [25]. This suggests that the tracking, profiling, 
and modeling of behaviors and emotions by AR platforms could 
span large portions of each user’s normal daily routine [12]. 

Unless limited by regulation, we can therefore expect that 
real-time immersive platforms will have the ability to: (i) track 
user behaviors and emotions extensively in both real and virtual 
environments, (ii) store a record of user behaviors and emotions 
over time that could document thousands of interactions each 
day, (iii) create personalized behavioral and emotional models 
for individual users by processing the stored data using machine 
learning techniques, and (iv) use these personalized behavioral 
and emotional models to predict how individual users will act, 
react, and interact in response to injected virtual content (i.e. 
targeted influence) imparted by the system controller.  

Of course, the threat from interactive platforms is not merely 
their ability to track and profile the behaviors and emotions of 
users, but how they can leverage this information to impart 
targeted influence. This brings us to the Controller element. As 
represented in Figure 2, the controller receives an Error as input, 
which is the difference between a Reference (i.e., the desired 
behavior of the system) and the measured behavior currently 
detected from the system. When considering real-time influence 
campaigns, the Reference could be the strategic agenda that a 
third party aims to impart on targeted users. The third party 
could be a corporate actor that wishes to drive users towards 
specific products or a state actor that wishes to drive users 
towards specific propaganda, misinformation, or ideology. In 
either scenario, we can update the diagram by replacing the word 
Reference with Desired Behaviors (“Agenda”) as shown in 
Figure 3 below.  

 

Fig 3. Control System Diagram for Immersive Environments 



Finally, we must detail the Controller element itself. The 
role of the controller is to reduce the error between the desired 
behavior and the measured behavior of the system. When “the 
system” is a user in an interactive environment like the 
metaverse, the controller will create a real-time feedback loop 
that repeatedly senses behaviors and emotions of the user and 
imparts influence to guide them towards the desired agenda. In 
an unregulated metaverse, the controller could gradually alter 
the user’s perceived surroundings and/or experiences to impart 
targeted influence, modifying what the user sees and hears to 
drive the user towards a desired goal. And because the controller 
can continually monitor the user in real-time, it can 
progressively adjust its influence tactics, gradually optimizing 
the persuasive impact over time, similar to how a thermostat 
optimizes the temperature of a house.  

Imparting optimized real-time influence in this way is a new 
threat vector that policymakers must address. Defined herein as 
the “AI Manipulation Problem” it refers to scenarios in which 
an AI-powered system: (i) imparts targeted influence on an 
individual user, (ii) senses the user’s reaction to that influence, 
and (iii) repeatedly adjusts its influence tactics while sensing the 
user’s real-time reactions to gradually maximize the persuasive 
impact. This might sound like an abstract process, but we 
humans usually just call it — a conversation. After all, if a 
salesperson or other influencer wants to persuade a target, their 
best approach is often to speak directly with the target so they 
can adjust their arguments in real-time as they confront various 
points of resistance or hesitation. 

The looming problem is that this persuasive process can now 
be automated and deployed at scale using AI techniques. This 
creates a very powerful manipulation threat in any interactive 
environment. In the metaverse there are two likely paths by 
which conversational manipulation can be imparted. The first is 
passive manipulation in which the target user overhears an AI-
generated conversation among virtual agents. The second is 
active manipulation in which the target user is engaged directly 
by an agenda-driven conversational agent [11-16, 26, 28].    

First consider the passive example:  

A user sits in a coffeehouse in the metaverse. This could be 
a fully simulated environment in virtual reality (VR) or it could 
be a real world coffeehouse that’s embellished with virtual 
content using mixed reality (MR). Either way, a third party 
wants to influence the user to purchase a particular product, 
subscribe to a particular service, or believe a piece of messaging, 
disinformation, or propaganda. The controller pursues this goal 
by injecting virtual content into the users’ surroundings [12]. For 
example, the controller might create a virtual couple sitting at 
the table next to the target user. That virtual couple might look 
and sound like other users in the environment but are in fact, 
fully simulated artifacts controlled by AI [26].   

The virtual couple could be a photorealistic model created in 
real-time using Generative AI methods similar Stable Diffusion 
or Dall-E2, but which outputs an articulated 3D model that can 
be fully animated. Open AI recently released a  generative AI 
system for 3D modeling called Point-E which could become an 
engine for creating animated virtual humans for deployment in 
immersive worlds. Regardless of the specific generative AI 
used, the controller would request the creation of the virtual 

couple and would specify their features for maximum impact on 
the target user. For example, the ethnicity, gender, age, hair 
color, hair style, clothing style, speaking style, mannerisms, and 
other qualities could easily be specified by the controller to be 
optimally persuasive upon the target user based on that user’s 
historical profile [27].  If the target user is a hipster in his mid-
20’s, for example, the target couple might be generated to be of 
similar age and dressed in a similar style.   

The target user may not notice that the virtual couple was 
added to his or her environment, for the controller could easily 
make the couple appear at the nearby table at an instant when 
the user is glancing in a different direction [11, 37]. After all, the 
controller would be tracking the direction of the user’s gaze at 
all times. Once the couple is created, the controller could begin 
imparting targeted content in a very subtle way – by having the 
couple strike up a conversation among themselves, their dialog 
being spoken within earshot of the target user. The conversation 
could begin as casual dialog related to the influence goal. The 
controller would then monitor the user’s reactions during the 
casual dialog to determine if and when the target user begins 
paying attention to the nearby couple.  

Assessing attention could be as simple as detecting changes 
in the user’s biometrics correlated with real-time comments 
made by the AI-controlled virtual couple. For example, the user 
might form a slight smile when the couple says something funny 
or the user’s pupils might contract slightly when the couple says 
something provocative. Regardless of the specific trigger, the 
controller will detect engagement, determining that the target 
user has begun paying attention to the overheard dialog. The 
controller will then cause the virtual couple to shift their 
conversation towards the influence objectives.  

For example, the target user may be on the market for a new 
car. An automobile maker might have purchased the right to 
target this particular user from the platform provider via an 
advertising-based business model. Without regulation, the 
platform provider would have no obligation to inform the user 
that the virtual couple are Virtual Spokespeople (VSPs) that 
were added to that environment specifically to target that user. 
Therefore, when the virtual couple begins discussing how happy 
they are with their recent purchase of a particular vehicle, the 
targeted user may believe he is overhearing the authentic 
sentiments of other customers in the coffeehouse and not a 
targeted influence campaign. This is dangerous.  

And because this is a real-time interactive medium, the risks 
get far worse. As the overheard conversation proceeds, the 
controller will monitor the target user, assessing their facial 
expressions, body language, pupil dilation, posture, eye motion, 
respiration rate and blood pressure to detect emotional reactions 
and adjust conversational tactics to optimize persuasive impact. 
For example, if the user shows increased focus when the couple 
begins talking about the car’s horsepower, the controller will 
adapt its tactics, shifting the conversation towards vehicle 
performance. On the other hand, if the user’s attention fades 
when the couple talks about the sound system of the car, the 
controller will adapt accordingly, moving away from that line of 
influence. In either case, the user may be totally unaware that 
the conversation  is (i) not authentic, and (ii) changing tactics in 
real-time based on his or her facial or biometric reactions.   



In other words, the target user could unwillingly become a 
silent participant in the overheard conversation, responding via 
subconscious micro-expressions, body posture, and changes in 
vital signs. The AI controller will use these reactions to highlight 
some elements of the pitch and deemphasize others.  In addition, 
the controller could provide conversational counterarguments 
when the user’s biometric reactions are negative. And because 
the user does not overtly express these objections, the arguments 
could be deeply influential. That’s because the virtual couple 
could verbally address the user’s internal concerns at the instant 
they are surfacing in the user’s mind. This may sound dystopian, 
but this type of promotionally altered experience is entirely 
feasible in the metaverse and other interactive settings [15, 16, 
33] and crosses the line from marketing to manipulation.  

Although disturbing, the example above is relatively benign. 
Instead of promoting the benefits of a new car, the third-party 
agenda could just as easily have been aimed at influencing the 
target user to accept an extreme political ideology, radical 
propaganda, or outright misinformation. This could significantly 
compromise the epistemic agency of large populations by 
targeting users on an individual basis. In addition, the example 
above targets the user by engaging them as a silent observer.  In 
more aggressive examples, the controller will actively engage 
the user in direct and interactive dialog.  

Consider the active scenario in which an AI-driven avatar 
engages a target directly promotional conversation [28]. The AI-
generated Virtual Spokesperson could approach a target and 
skillfully draw that user into what seems like a friendly or casual 
conversation. The look of the VSP would be specified by AI 
controller based on the target user’s data history. For example, 
Figure 4 below shows an image from the dystopian graphic 
novel UPGRADE, depicting a VSP that became more and more 
sexualized over time by an AI system that found sexualization 
to be an effective form of influence on a particular target [29].  

 

Fig. 4. Adaptive VSP in UPGRADE graphic novel (2012). 

Another technique may include blending aspects of the 
target’s own facial features into the avatar’s face. That’s because 
the target user is likely to be more favorably disposed to VSPs 
that incorporate some aspects of his or her own features [10].  
Research conducted at Stanford University shows that a user’s 
features can be blended into the face of a political candidate 
without the user noticing and yet the target was found to be 20% 

more likely to vote for the candidate as a consequence of the 
visual manipulation [31]. Other research suggests that avatars 
which actively mimic a user’s facial expressions, head motions 
or gestures may also be more influential on target users [31, 32]. 
It is also likely that incorporating aspects of a user’s own voice 
and/or speech patterns into the voice of a Virtual Spokesperson 
could make it more influential on target users [38, 39].  Unless 
explicitly regulated by policymakers, it is likely that AI-
controlled avatars will be deployed in this way by corporations 
or state actors to maximize persuasive impact [16, 33]. 

To demonstrate how close we are to systems that generate 
persuasive conversations in real-time, I engaged the ChatGPT 
system (circa 2022) and asked it to give recommendations on 
how it might persuade an individual to buy a Tesla Model 3. It 
produced the following in real-time:   

ChatGPT: “One way to persuade someone to buy a Tesla 
Model 3 is to highlight the car's advanced features, such as its 
electric powertrain and impressive performance. You could also 
talk about the environmental benefits of driving an electric 
vehicle, as well as the potential cost savings on fuel over time. 
Additionally, you could mention the growing network of Tesla 
Superchargers, which make it convenient to recharge the car's 
battery when on long trips.”   

Of course, the above response was generated in the third 
person and was produced by an AI that didn’t know anything 
about the target user. Soon, corporate and state actors will be 
able to train AI controllers on profile data for specific users, 
tailoring to their unique interests, hobbies, values, and 
personality traits. This might sound dystopian but without 
regulation, it will be a deployable tactic in the near future.     

In addition, AI controllers will likely be trained on methods 
that make them more persuasive than human salespeople. For 
example, the controller could be trained on sales tactics, human 
psychology, and other disciplines that can maximize impact. In 
addition, AI controllers will become increasingly strategic. For 
example, in 2022 DeepMind developed a strategic AI system 
called DeepNash and showed for the first time that an AI could 
learn to bluff human players and sacrifice gaming pieces for the 
sake of long-term victory [34]. From that perspective, what 
chance does a typical user have when engaged in promotional 
conversation with a VSP that can (i) access the user’s interests, 
values and background, (ii) adapt its tactics based on physical, 
verbal and biometric responses, and (iii) pursue subtle influence 
strategies such as bluffing to maximize gain?  The potential for 
violating a user’s cognitive liberty and epistemic agency through 
real-time feedback-control is extreme.  

To complete the Control System diagram above, we can 
replace the generic word controller with an AI-based system that 
can alter the user’s environment and/or inject conversational 
agents to impart optimized influence. This is represented by 
replacing the word Controller with the phrase AI Agents in 
Figure 5 below.  It should be noted that while these intelligent 
agents have been described as human avatars, it is likely that 
non-human characters will also be employed. This is particularly 
dangerous for children who could be targeted by cute characters 
that skillfully pursue a promotional agenda [12, 40]. In addition, 
mechanical humanoid robots could be used in physical spaces to 
pursue similar influence methods, although virtual avatars are 



far easier to deploy at scale and therefore pose a much greater 
near-term risk.  

 

Fig 5. Feedback Control System reflecting Manipulation Problem.  

     When considering pathways for effective regulation, there are many 
potential restrictions that could safeguard consumers from AI-driven 
manipulation. A direct approach could be to ban or highly restrict any 
real-time use of artificial intelligence that “closes the loop” around 
human users and creates AI-powered feedback control systems. Such 
restrictions are needed within immersive worlds and any other real-time 
forms of AI-powered media, especially when Conversational AI is used 
to deploy interactive agenda-driven agents. In addition, regulators 
should ban the appropriation of a user’s own facial features, vocal 
qualities, or speech patterns in the creation of conversational agents. 
And finally, regulators should require that all conversational agents 
look, sound, or behave in a manner that distinguishes them from 
authentic users in the environment, ensuring that consumers do not 
confuse targeted promotional content with authentic experiences.    

CONCLUSIONS 

Real-time interactive media technologies (e.g., virtual and 
augmented worlds) can now be combined with interactive AI 
technologies (e.g., conversational agents) to deploy feedback-
control systems that impart influence and monitor user reactions 
in real-time, thereby optimizing their persuasive impact. The 
techniques will likely include the use of Virtual Spokespeople 
that look, sound, and act like other human users and are designed 
to ease targeted users into friendly conversation that manipulate 
them towards the influence agenda of third-party sponsors 
ranging from corporate interests to state actors.  This could 
greatly impact the cognitive liberty and epistemic agency of 
targeted users.  This is not just a risk to individual consumers, 
but a broad societal danger that could impact democracy itself.   

For these reasons, policymakers should consider aggressive 
and meaningful regulations that protect populations from abuse 
or misuse of interactive media technologies [15,16, 35-37]. For 
example, regulators could ban or highly restrict any use of AI 
that “closes the loop” around users in real-time and establishes 
AI-powered feedback control systems that imparts persuasion, 
coercion or manipulation. In addition, regulators could ban the 
appropriation of a user’s own facial features, vocal qualities, or 
speech patterns within deployed conversational agents and could 
require that all virtual agents look, sound, or behave in a manner 
that identifies them as interactive promotional material. 
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